STCI Primary Dealer Limited, is one of the largest Primary Dealers accredited by RBI for
underwriting and market making in Government securities. We are a leading player in the fixed
income market and our operations include trading in Government Securities, Treasury Bills, SDLs,
corporate bonds, CDs/CPs and interest rate derivatives. We also trade on proprietary account in
equity markets and currency derivatives market.

Role: Cyber Security Analyst

We are looking for a Cyber Security Analyst, with a solid understanding of cybersecurity
principles, tools, and threat landscapes, who will assist in monitoring, detecting, and responding
to security threats while supporting various cybersecurity solutions.

Location: Mumbai

Previous Work Experience: 1-2 years of experience in cybersecurity or IT security operations.

Key Responsibilities:

e Manage and monitor security tools such as XDR, WAF, DNS, and PAM solutions

¢ Respond to and remediate cybersecurity alerts and incidents

e Perform threat analysis and vulnerability assessments

o Participate in Attack Surface Management (ASM) to identify and mitigate vulnerabilities.
e Assist in Breach & Attack Simulation (BAS) and Red Team exercises under supervision.
e Conduct phishing simulation campaigns and report on user awareness.

o Collaborate with IT teams to ensure compliance with security policies and procedures

e Monitor systems, perform compliance checks, and report findings

e Implement security policy changes post-approval

e Interact with internal teams to resolve alerts

o Stay updated with evolving cybersecurity threats and trends

e Support security audits (internal/external) and ensure documentation is up to date

e Coordinate with vendors for support and maintenance of security tools

o Participate in tabletop exercises and business continuity planning

o Document incident response processes

e Review firewall logs and alerts to identify potential threats or misconfigurations




Required Skills:

Strong knowledge of networking protocols, operating systems, and web application
technologies

Experience with cloud architecture and modern security platforms

Proficiency in security monitoring, incident response, and threat hunting
Familiarity with alert remediation and cyber threat analysis

Knowledge of threat detection, vulnerability assessment, and security frameworks.
Familiarity with SIEM, EDR, XDR, NAC, and MDM solutions.

Understanding of phishing, ransomware, and attack simulations.

Basic knowledge of Active Directory and compliance standards.
Certifications like Security+, CEH, or CySA+ are a plus.

Excellent problem-solving skills and ability to work both independently and in team
settings

Strong interpersonal and communication skills

Familiarity with Zero Trust architecture and Identity & Access Management (IAM)
principles

Familiarity with regulatory standards

Preferred Skills:

Interested candidates may mail their resume to recruitment@stcipd.com or to The Head HR,
STCI Primary Dealer Ltd, Marathon Innova, Marathon Nextgen Compound, Lower Parel (W),

Experience in financial or insurance sector security operations is a plus

Hands-on with security compliance frameworks and best practices

Mumbai —400 013
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